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CYBERSECURITY
AWARENESS
MONTH

Do Your Part. #BeCyberSmart

Cyber Security Awareness Month
Week 2 - Phishing and Ransomware
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“Cybersecurity is central to military readiness and
underpins the Department’s imperative to secure
its critical classified and unclassified information,
as well as technologies and programs that
enable the lethality of the joint force.”

- Secretary of Defense Lloyd Austin

Secretary of Defense
Lloyd Austin
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Week 2

Phishing and Ransomware

Each week in October is dedicated to a specific Air Force cyber topic
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Own It. #CYBER4ME

PROTECT ONLINE PRESENCE FIGHT THE PHISH

Digitally Adept Airmen Protect Personal And Mission Information From Adversaries
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Hand over your Bitcoin.

Protect the AMC Mission and Its Data.
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Red Flags

Red flags to look out for:

» Suspicious sender’s email address
« Missing digital signature

* Unexpected email attachments

 URL links don’t match hyperlink name

« Poor grammar and structure

Phishing: « Personal information requests

Don’t Take the Bait « Assuming to know you

« Unverified sender or company information
« Something just seems “off”

You Are Not Defenseless

¢ Log nto Facebook | Facebe X | +
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facebook

English (US) Espafiol (Espafia)
Frangais (France) ltaliano
Portugués (Brasil) Deulsc
aull Bl naled security
Facebook £2020 b SOPHOS
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« To your organization
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« To your personal financial institution(s)

 Freeze affected accounts

v' Scan for viruses

v' Change passwords and enable multi- Additional Resources at:
factor authentication www.Identity Theft.gov

www.Consumer.FTC.gov

Minimize the Damage Once an Incident Has Occurred.
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Stay Tuned!!
Week 3 Theme:
Secure Teleworking and 2 Factor l Week 3: Secure Teleworking and

Authentication 2 Factor Authentication

Cybersecurity Office
or
MAJCOM Cybersecurity Office at:
AMC.Cybersecurity@us.af.mil /

For more information, please contact your Wing
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